






MCIWEST G-6 MCEN-N ITSM Roles and Permissions Map

1

MCICOM Roles and Permissions Map (4.0)
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The following identifies roles, permissions (functions/actions), and types of 
privileged user account access required to perform/support each.  



OU Object Type Role Permission (Action/Function/Task)

Type of MCEN-
N Privileged 

Account 
Required

Notes

Create new user objects s.mit
Delete user objects s.mit
Fully control existing user objects, except Exchange-related 
attributes

s.mit

Create new command server computer objects s.mit
Delete command server computer objects s.mit
Create print queues s.mit
Delete print queues s.mit
Fully control existing computer objects s.mit
Fully control existing print queue objects s.mit
Create new group objects s.mit
Delete group objects s.mit
Fully control existing group objects, except Exchange-related 
attributes

s.mit

Create new workstation computer objects s.mit
Delete workstation computer objects s.mit
Fully control existing workstation computer objects, except 
Exchange-related attributes

s.mit

Local Workstation - Local Admin rights on all computer 
objects within OU

w.mit

If a machine is off the network (not currently connected 
to the domain) or has never been connected, a local 
admin account (xAdmin) and password will be required 
to log in.

Manually Install Software w.mit
Registry Changes w.mit

System Administrator
or
Regional Service Desk Support
or
Regional Customer Service Center 
Support

Adding workstation to the domain s.mit
End User Service (EUS) technicians will need to be on-site 
in order to add the machine to the domain.

Add/delete peripherals w.mit
Local Troubleshooting w.mit
Remote Desktop Connection (RDC) w.mit
Reset Local Admin Credentials w.mit
Event Logs w.mit

Create user objects s.mit

Delete user objects s.mit

System Administrator
or
Regional Service Desk Support
or
Regional Customer Service Center 
Support

MITSC:
MITSC East (MCB CAMLEJ)
MITSC MidPAC (MCBH)
MITSC NCR (MCBQ)
MITSC West (MCB CAMPEN)
MITSC WestPAC (MCBJ)

Staging OU

User

Command Server 
Administrator

Group

Workstation

User

System Administrator
or
Regional Service Desk Support
or
Regional Customer Service Center 
Support

End User/Field Service Technician

End User/Field Service Technician



OU Object Type Role Permission (Action/Function/Task)

Type of MCEN-
N Privileged 

Account 
Required

Notes

Create new command server computer objects s.bps
Delete command server computer objects s.bps

Create print queues s.bps
For those BPS'/Installations that maintain and manage 
print servers/services objects within their own OU.

Delete print queues s.bps
For those BPS'/Installations that maintain and manage 
print servers/services objects within their own OU.

Fully control existing computer objects s.bps

Fully control existing print queue objects s.bps
For those BPS'/Installations that maintain and manage 
print servers/services objects within their own OU.

Create new group objects s.bps
Delete group objects s.bps
Fully control existing group objects, except Exchange-related 
attributes

s.bps

Create new workstation computer objects s.bps
Delete workstation computer objects s.bps
Fully control existing workstation computer objects, except 
Exchange-related attributes

s.bps

Local Workstation - Local Admin rights on all computer 
objects within OU

w.bps

If a machine is off the network (not currently connected 
to the domain) or has never been connected, a local 
admin account (xAdmin) and password will be required 
to log in.

Manually Install Software w.bps
Registry Changes w.bps

System Administrator Adding workstation to the domain s.bps
End User Service (EUS) technicians will need to be on-site 
in order to add the machine to the domain.

Add/delete peripherals w.bps
Local Troubleshooting w.bps
Remote Desktop Connection (RDC) w.bps
Reset Local Admin Credentials w.bps
Event Logs w.bps

BPS:
MCLB ALBANY
MCAS BEAUFORT
BLOUNT ISLAND
CHERRY POINT
LEJEUNE
MARFORCOM
PARRIS ISLAND
MARFORPAC
MCB HAWAII
CBIRF
MCDC
MCSC
QUANTICO
29PALMS
BARSTOW
BRIDGEPORT
MIRAMAR
PENDLETON
MCAS PENDLETON
SAN DIEGO
YUMA
FUJI
IWAKUNI
MARFORK
OKINAWA
* OTHERS AS REQUIRED

Command Server 
Administrator

System Administrator

Group

Workstation

End User/Field Service Technician

End User/Field Service Technician



OU Object Type Role Permission (Action/Function/Task)

Type of MCEN-
N Privileged 

Account 
Required

Notes

Create new command server computer objects s.tsc
Delete command server computer objects s.tsc

Create print queues s.tsc
For those Tenants that maintain and manage print 
servers/services objects within their own OU.

Delete print queues s.tsc
For those Tenants that maintain and manage print 
servers/services objects within their own OU.

Fully control existing computer objects s.tsc

Fully control existing print queue objects s.tsc
For those Tenants that maintain and manage print 
servers/services objects within their own OU.

Create new group objects s.tsc
Delete group objects s.tsc
Fully control existing group objects, except Exchange-related 
attributes

s.tsc

Create new workstation computer objects s.tsc
Delete workstation computer objects s.tsc
Fully control existing workstation computer objects, except 
Exchange-related attributes

s.tsc

Local Workstation - Local Admin rights on all computer 
objects within OU

w.tsc

If a machine is off the network (not currently connected 
to the domain) or has never been connected, a local 
admin account (xAdmin) and password will be required 
to log in.

Manually Install Software w.tsc
Registry Changes w.tsc

System Administrator Adding workstation to the domain s.tsc
End User Service (EUS) technicians will need to be on-site 
in order to add the machine to the domain.

Add/delete peripherals w.tsc
Local Troubleshooting w.tsc
Remote Desktop Connection (RDC) w.tsc
Reset Local Admin Credentials w.tsc
Event Logs w.tsc

TENANT:
MEF
MLG
DIVISION
WING
TECOM
* OTHERS AS REQUIRED

Command Server 
Administrator

System Administrator

Group

Workstation

End User/Field Service Technician

End User/Field Service Technician
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